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multi-authority functional encryption
distributed broadcast encryption
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Registered Functional Encryption® [Ac:FFM+23]

key curator ic determinictic & holds no secret => key-eccrow problem resolved!
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State of the Art. ABE < Registered ABE
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Idea. Randomize garbling on the fly during IFPE decryption.

Linearity Properties of Linear Garbling
Garble(f,o;r) — (L1,...,Ly)

linear in (o, r)
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(1) Registered IPFE supporting registration of vectors over group unknown

(2) Sampling of user-specific randomness

e key generation performed by (potentially malicious) users
e aggregation is deterministic
e encryption time is polylogarithmic in number of users (compactness)
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General Paradigm. Reg-ABE < Reg-IPFE ° Garbling

“ m

llnear garbllng llnear garbllng

Challenges in the Registered Setting.

(1) Registered IPFE supporting registration of vectors over group unknown

(2) Sampling of user-specific randomness

key generation performed by (potentially malicious) users

aggregation is deterministic

encryption time is polylogarithmic in number of users (compactness)

setup performed before user functions are known ~» decompose garbling procedure
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Linearity to the Rescue

e divide garbling algorithm into two phases
a. probabilistic offline phase: sample(a, r)
b.  deterministic online phase: compute matrix L = (Li|...||Ln) st L; = (Iix ® (o,1)) - L

Linearity Properties of Linear Garbling

® Garble(f,o;r) = L = (Ly||...|Ly) linearin (o,r)
o L=({1,...,4,)=(1,x)-L affinein x
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e run offline phase during setup, online phase during aggregation
~ we need generalization of inner product functionality
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Reg-FE for |P (Batch variant)

encryption aggregation decryption
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Reg-FE for Pre-IP (Batch variant)

encryption setup aggregation decryption

U P, Vi UP;V;
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Reg-FE for Pre-IP (Batch variant)

encryption setup aggregation decryption

U P, Vi UP;V;

Theorem. Reg-FE for Pre-IP can be built from (bilateral) MDDH.
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How to Pick the Matrices?

encryption setup aggregation decryption

1
—) = (5o [(1) ® (s, s1,)) - L)

(i, 8b((1, %) @ sT14100)) (m (1 _
[II+IXI ® (04,T;) c | |

Ul [P;]> V; [UP,; V]

Formula for Garbling Labels. [z = (41,...,4m) = ((1,x) ® (0,1)) f,]
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encryption setup aggregation decryption

1
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[Il+IXI ® (04,T;) = | |

Ul [P;]> V; [UP,; V]

Correctnese.  RIPFE decryption yields [[,u + Sai]t] [[((1, X) X (SO'i, Sri)) . flz] t]

N Gull.) > ) <0

Formula for Garbling Labels. [e = (41,...,4m) = ((1,x) ® (0,1)) f,]
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encryption setup aggregation decryption

1
(@t, s}[((l,x) ® SIl+|r|ﬂ) o; (1 ) - (Lu - soz],[((l,x) ® (so;, sri)) : f,J)
[Il+IXI ® (04,T;) Li

Ul [P;]> V; [UP,; V]

g'ecarify. RIPFE /eakaye ¢ [[M + SO'i}t] [[((1, X) ® (SO'Z', Sl‘i)) . f;z] t]

\D indictinguichable from Sim(E x, d <-5)

Formula for Garbling Labels. [e = (41,...,4m) = ((1,x) ® (0,1)) f,]
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How to Pick the Matrices?

encryption setup aggregation decryption

1
(@, s} (1,x) ® sIl+|,,|)) o (1 f) — (Eu + saz} [((l,x) ® (so;, sri)) . iz])

Liijx ® (04,15)

[U]1 [Pi]2 Vi [UP; V]
¢ ¢

¢
(16 -+ sl ([((1,%) ® (s, 57)) - £

What about Turing machines?
Problem: chape of ( and r depends on

input length, runtime and cpace \\D indistinguichable from Sim(F x, d <-5)

-> ctudy concrete garbling cchemes

Formula for Garbling Labels. [e = (41,...,4m) = ((1,x) ® (0,1)) f.]
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Generalization to Reg-FE

e so far, we used oy = pad for fixed message p (and oy not used at all)

Linear Garbling

Garble(f,00,01;r) = L = (Ly]|...||Lm)
Eval(f,x,£:= (1,x)-L) > d St d=o01f(x)+ 0
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e more general we can
o encode data in o1
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Generalization to Reg-FE

e so far, we used oy = pad for fixed message p (and oy not used at all)

e more general we can
o encode data in o1
~ attribute-weighted sums functionalities [C:AGW20]
o use gy as masking term for other Reg-FE functionalities
-~ attribute-based functionalities (AB-AWS, AB-QF)

e thisyields Reg-FE instantiations for many functionalities known for pairing-based FEs
(exception: unbounded linear and quadratic functions [EC:T23])

Linear Garbling

Garble(f,00,01;r) = L = (Ly]|...||Lm)
Eval(f,x,£:= (1,x)-L) > d St d=o01f(x)+ 0
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Existing Reg-FE beyond Predicates

Work Function Class Assumption Remarks
[AC:FFM*23, AC:DPY24] general i0, SSB hash functions
[AC:DPY24] AB-IP GGM LSSS access policies
[AC:BLM*24] IP, weak QF g-type, GGM
[EC:ZLZ"24] IP, QF bilateral MDDH
[EPRINT:PS25] AB-AWS bilateral MDDH ABPs on public inputs
[this work] AB-AWS, AB-QF bilateral MDDH ABPs or logspace TMs
on public inputs
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[this work] AB-AWS, AB-QF bilateral MDDH ABPs or logspace TMs
on public inputs (>\
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previoucly, logspace TMs unknown even for Reg-ABE
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Conclusion

e adapt general paradigm for ABE and FE: plain ~ registered setting
e registered analogs of many pairing-based ABEs and FEs, e.g.
Reg-ABE for ABPs [AC:ZZGQ23] and logspace TMs (e [EC:LL20])
Reg-FE for attribute-based quadratic functions («» [TCC:W20])
Reg-FE for (attribute-based) attribute-weighted sums (< [AC:DP21, AC:DPT22, C:ATY23])
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e adapt general paradigm for ABE and FE: plain ~ registered setting
e registered analogs of many pairing-based ABEs and FEs, e.g.
Reg-ABE for ABPs [AC:ZZGQ23] and logspace TMs (<> [EC:LL20])
Reg-FE for attribute-based quadratic functions (<> [TCC:W20])
Reg-FE for (attribute-based) attribute-weighted sums (< [AC:DP21, AC:DPT22, C:ATY23])
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Thank yoo! :-)
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