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                           Outline

1 Linearly-Homomorphic Group Signatures
● Definition
● Construction

2 A Core Technique: Tracing Linear Subspaces
● Trivial Solution
● Improved Efficiency via Code-Based 

Construction
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● basis                          of vector space
●  

Intuition:  given                   , find smallest set             s.t.

Isn’t that trivial? YES!
E.g., choose             for a prime    and            ( -th unit vector)
On input                        , return

Note:  trivial solution is optimal but inefficient
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Tracing against Bounded Collusions

Relaxation of traceability:  introduce an upper bound    on the maximum size of collusions
● never accuse honest user
● correct opening for collusions of size

Given: 

Task:   return

●   -linearly independent vectors                         
●  

What does that mean for the subspace-tracing problem?

Efficiency comparison:
● trivial solution
● our work                                    (       maximum acceptable error probability)
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Linear-Subspace Tracing: Under the Hood (if time permits…)

Analogy to IPP (and fingerprinting) codes: 
● vectors               codewords
● linear combinations               descendants

vectors

descendantlinear combination

parent codewords

To hide “bad” linear combinations,
we need a hard discrete logarithm … … but then extracting the descendant

    is quite challenging ...
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https://eprint.iacr.org/2023/138
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