Multi-Client Attribute-Based and Predicate
Encryption, Revisited

Robert Schadlich®
May 15, 2025

" DIENS, Ecole normale supérieure, PSL University, CNRS, Inria, Paris, France

D s

Multi-Client Attribute-Based and Predicate Encryption, Revisited PKC 2025 1/11

f |
s | PSL%

R. Schadlich




Attribute-Based Encryption (ABE) [SWO05]

Enc(mpk, z, u) — ct, [
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KeyGen(msk, f) — dk; 2@
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Attribute-Based Encryption (ABE) [SWO05]
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Attribute-Based Encryption (ABE) [SWO05]

attribute-based encryption: public input
predicate encryption: private input

v

Enc(mpk, z, u) — ct, b
_@]m —P if some fi(z) =1
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DeC(dkfn Ct:z:)
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/{% L {:%] ifall fi(x) =0

KeyGen(msk, f) — dk; 2@
f3
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public input
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Multi-Input Attribute-Based Encryption (MI-ABE) [BJK*18]

Ency(msk, 21, 1) — cty,

Ency(msk, 22, pa) — cty,

P K1 K2 o
@ﬂh @312 [%fﬂn
Dec(dky,, ctyy, - . -, Cts,) ifsome fi(z1,...,2a) =1
Enc,,(msk, z,,, pn) — cty,
—  a (AL e )
\__ | S n [ S
2}9 @ml wz [@]wn
1 2@
f2 ifall fi(z1,...,2,) =0
KeyGen(msk, f) — dk; ﬁ
f3
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Multi-Client Attribute-Based Encryption (MC-ABE)

1st new feature:
separation & corruption of secret keys

Enc(sky, lab, 21, 1) — Ctiapx,

Enc(sks, lab, z2, ft2) — Ctiabx,

Enc(sky, lab, z,,, in) — Ctiabx,

KeyGen(msk, ) — dk; %@
I3
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Dec(dky,, Ctiabzy, - - -

y Ctiab,z,)
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2nd new feature:
encryption w.rt. labels

KeyGen(msk, f) — dk;
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Multi-Client Attribute-Based Encryption (MC-ABE)

1st new feature:

separation & corruption of secret keys

Enc(sky, lab, 21, 1) — Ctiapx,

Enc(skz, lab, 3, p¢)

Enc(sky, lab, z,, #¢.)

2nd new feature:

encryption w.rt. labels

KeyGen(msk, f) — dk;

R. Schadlich

Dec(dky,, Ctiabzy, - - -

y Ctiab,z,)

w.l.o.g., only 1st client

encrypts message
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MI-ABE and MC-ABE for Conjunction Policies

+

f(xl,'”amn) :fl(wl)/\"'/\fﬂ(mn)

R. Schadlich

Work Policy Class Assumption Corruption Collusions
[C:ATY23] NC' MDDH (V4
[this work] MDDH v
[EC:FFMV23] LWE X
[this work] LWE
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Generic Compiler of [TCC:PS24]
e MC-ABE -> MC-PE

e constant arity
e Dbased on LWE

Work Policy Class Assumption Collusions
[C:ATY23] NC' MDDH (V4
[this work] NC MDDH v
[EC:FFMV23] LWE X
[this work] LWE
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MI-ABE and MC-ABE for Global Policies

Work Policy Class Assumption Corruption Labels Arity Attribute-Hiding
[C:AYY22] NC KOALA, LWE X X 2 (V4
private-coin
[C:ARYY23] evasive LWE, poly X
tensor LWE, LWE
[TCC:PS24] NC® (and more) SXDH poly X
. succinctly
[this work] enumerable MDDH poly X
succinctl public-coin
[this work] y evasive LWE, poly X
enumerable LWE
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MI-ABE and MC-ABE for Global Policies

R. Schadlich
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Work Policy Class Assumption Corruption Labels Attribute-Hiding
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[this work] succinctly MDDH
enumerable
succinctl public-coin
[this work] y evasive LWE,
enumerable LWE

PKC 2025

6/11



Framework for Single-Client ABE

Palrlng Based ) IPFE
—l Slngle -Client ABE

(Exact) LSSS

Linear Secret Sharing Scheme

Inner-Product Functional Encryption Share(s, f) — (s0,...,5%,s},...,sL)

it f(z1,...,2,) =1, then

FindCoeff(z1,...,zn, f) = (w1,...,wn), St Y cpwi-si' =

if f(z1,...,20) =0, then (s™,..., s2) ~ §
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Framework for Single-Client ABE

ctx

dk; ﬁ

Inner-Product Functional Encryption

R. Schadlich
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iCt()([T; ,u] ) {lCtz z; [T }16["]
—»  [rs+pli, {[rs] ]}zE[n]
idko([s, 1]2), {idksp([s? ?:[{13 "

Linear Secret Sharing Scheme
Share(s, f) — (s%,...,8%,s1,...,8})

if f(z1,...,2,) =1, then

FindCoeff(z1,...,zn, f) = (w1,...,wn), St Zie[n] w; - 85 =

if f(-’”l,---,ﬂ?n)=0, then (STI,---,SZ") ~$
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Framework for Si

ctx

dk; 2?

Inner-Product Functional Encryption
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How to distribute this?

icto([r, 1), {ictiz, ([r]1) }icin)
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—»  [rs+ i, {[rs]"]i }icn)
idko([s, 1]2), {idki([s?]2) ety

Linear Secret Sharing Scheme

Share(s, f) — (s%,...,8%,s1,...,8})

if f(z1,...,2,) =1, then
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Distributed Encryption

[ Ctiabx | icto([r, ul1), {ictiz,([r]1) ticpn) ]

el
@Iab,x:(wl,... Tn)

{‘Hté] icto([r, p)1),ictyq, ([r]1)
lab, 2

ictaz, ([1]1)

ictuz, (1)

1
)

9] 1ab, 2y
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DiStri b Uted E Nnc ry pti on Identity-Based Encryption

(
ctunx (i) cta(lr )0, icti (1) e B :
-@ lab,x = (z1,...,25)

2?, L of id#id

poif id=id

{‘Hté] icto([r, p)1),ictyq, ([r]1)
lab, 2

icta,z, ([r]1)

id2 = (Iab, (E2)

7)id, = (lab, z,,)

(=77
o % lab, 25 2%2 = (lab, z3)
ﬁin — (lab, )
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DiStri b Uted E Nnc ry pti on Identity-Based Encryption

("7

if id=id’

‘_H id .

L of id#id

[ Ctiabx | icto([r, ul1), {ictiz,([r]1) ticpn) ]
)

L]
@Iab,x:(wl,... T

id’

{‘Hté] icto([r, p)1),ictyq, ([r]1)
lab, 2

icta,z, ([r]1)

idz = (Iab, (E2)

7)id, = (lab, z,,) (z2y. .., Ty)

(=77
o ﬁ lab, 25 ﬁjz = (lab, z3)
ﬁin — (lab, )
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DiStri b Uted E Nnc ry pti on Identity-Based Encryption

(

_ _ i )
Ctabx (] icto([r, f)1), ficti.e,([r]1) e 8
@Iab,x: (Z15-+,Tn) —

2% L oif id#id

if id=id’

B icto([r, 1), ictye, (Ir)1) ,
@] lab, z1 Which (z,,...,z,) € {0,1}*! do we

ictz)m([r]l) need?
idy = (lab, z5)

idn = (lab, z,,) - NC° policies [TCC:PS24]

e 0(1)-size subsets of [n]:

(-7 2@ 0(1)-size subsets of [2;n]:
e id2 = (Iab,a:2)

7] lab, 2, ~ policies with constant bit

dependency on slots 2, ..., n

~ policies with poly-size
2@ accepting sets on slots 2, .., n
id, = (lab, z,,)
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(

_ _ i )
Ctabx (] icto([r, f)1), ficti.e,([r]1) e 8
@Iab,x: (Z15-+,Tn) —

2% L oif id#id

if id=id’

{‘Hté] icto([r, p)1),ictyq, ([r]1)
lab, 2

Examples of Succinctly
icta g, ([r]1) | Enumerable Policy Classes

[1)idy = (lab, 25)

idn _ (lab, z,) ~ NC° policies [TCC:PS24]

e 0(1)-size subsets of [n]:

(-7 2@ 0(1)-size subsets of [2;n]:
e id2 = (Iab,a:2)

~ policies with constant bit
dependency on slots 2, ..., n

9] 1ab, 2y
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id, = (lab, z,,)
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Succinct Enumerability

Ctiaber 1P icto([r, i), ity o, (7))
lab. P — ,
icta7]0)
I @id2 = (Iab, z2)
Cictpen ([712))
""" id, = (lab, ,,)

(2,5

~

zn)

5 T2
e 0T
lab,,, | )
'@hb, o %"jn = (lab, ,)

J
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Succinct Enumerability

there exists V C {0,1,}" such that

e succinctness: |V| = poly(})
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Succinct Enumerability

’ t i
Cliab,z, 1
L

Cliab,z, _ A

icto([r, 1), et ([r)1) ‘

EGN

[7]id,, = (lab, z,) (z2y. .-, )

&% _ abo *

Succinct Enumerability

there exists V C {0,1,}" such that

e succinctness: |V| = poly(})

/\i:jn = (lab, z,) J

Xyo={xe{0,1}"|Vi€ [2;n]:v;i #* = vi==z;},

correctness: for all x such that f(x) =1,
there exists v € V such that x € X,

security: fis constanton X, foreachveVv

Notation

e'g-r -X(l,-k,l,O,*) = {(1, 07 1’ 07 0)7 (1’ 0, 17 07 1)7 (1: 17 1, 07 0)7 (17 1’ 1’ 07 1)}
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Construction for Conjunction Policies

(
Ctiab,z, C
@Iab,wl
(77

Ctiab,z, A

L9 lab,
Cliab,z,

dk;

[_yé] ict(z, [ul:) V], if f(z)=1

%@ idk(f, [v]2) 1 if f@=0
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Construction for Conjunction Policies

Ctiab,z, {_f‘ ' ict1 (21, [tiab,1,7]1), ¢ = [ple + H([r]¢)
@] lab, 2
(=7 .
Ctiab,z, = ﬁ Icty (mz, [tlab,2]1)
Iab, T2
Ctlab,zn {:__— iCtn(wn, [tlab,n]l)
(9] lab,zy
dy D it (f1,[5, 112), {idki( i [512) bl
f=0f 1)

tab, = — Z?:z PRFK',(Iab)
tlab,2 = PRFKz(Iab)

[_yt%] ict(z, [ul:) V], if f(z)=1

Z? idk(f, [v]2) L if flz)=0 tiabn = PRF, (lab)
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Construction for Conjunction Policies

(
Ctlab,:cl I\ N )
@] lab, z;
)

Ctiab {
1
ab,Ty A
n Iab, T
(==
ct) 1 '
ab,z,, -
(9| lab, zy,

dk f)
f=0f 1)

[_Elé] ict(z, [u]y)

icty (21, [tab,1,7]1), ¢ = [l + H([r]t)

icty (332, [tlab,2] 1)

c= [plt + H([r]t), [stiab1 + 7]t {[Stiab,i}ic[2m)

ictn(Zn, [tiabn)1)

idky (f1, [s,1]2), {idks(fi, [s]2) e

tiab,1 = — ;s PRF, (lab)

[uTv]t if f(a:) -1 tlab,2 = PRFKz(Iab)

Z? idk(f, [v]2) L if flz)=0 tiabn = PRF, (lab)
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Construction for Conjunction Policies

Ctiab,z; {_Hté] icty (%1, [tab,1, 71), ¢ = [p]e + H([r]e)
lab,
[ ] .
Ctiab,z, '\__ |ct2(a:2, [tlab,2]1)
Iab, T2
¢ = [ple + H([r]e), [stiaby + 7]e; {[Stiab,i}ic[2in)
Ctlab,zn 'r___ I iCtn(wn, [tlab,n]l)

(S
Iab,a:n

dky %?3: Goooro 1) idk1(f1, [s, 1]2), {idk:(f, [312)}ie[2;n]

Security

filz)=0: ¢/

fi(z;) =0 for i€ [2;n]:
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Construction for Conjunction Policies

Ciaba, | P | icty (21, [tiab,1, 7]1), ¢ = [p]e + H([r]e)
@ lab, 2
(7T .
Ctiab,z, = A |ct2(a:2, [tlab,2]1)
9] lab, z,
: ¢ = [ple + H([r]e), [stiaby + 7]e; {[Stiab,i}ic[2in)
Ctlab,zn 'r___ I iCtn(wn, [tlab,n]l)

()
lab, z,,

dky %?b: Goooro 1) idk1(f1, [s, 1]2), {idk:(f, [312)}ie[2;n]

Security
fi(z)=0: ¢/

fi(z;) =0 for ie[2;n]: apply DDH and PRF security, then argue  {[sf,, + 7], H([r;]6)}; e {[sla + Tilts [6;]¢}; v
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Conclusion

Construction of MC-ABE for Conjunction Policies

e conjunctions of NC' from MDDH on pairings
e conjunctions of P from LWE with bounded collusions

Construction of MC-ABE for Global Policies

e succinctly enumerable policy classes
e Instantiation from MDDH on pairings or public-coin evasive LWE

R. Schadlich
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Conclusion

Construction of MC-ABE for Conjunction Policies

e conjunctions of NC' from MDDH on pairings
e conjunctions of P from LWE with bounded collusions

Construction of MC-ABE for Global Policies

e succinctly enumerable policy classes
e instantiation from MDDH on pairings or public-coin evasive LWE

Thank you for your attention!
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