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Existing RFE beyond Predicates
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e encryption: to encrypt z sample random vector s and output |ct = ([sA], [z — sAW)])

L]=0 R =p]

e key generation: to generate a key for y, output sky =d’ := Wy '
£)
or a matrix ¥ / (in which cace the cecret key ic | sky = D := WY |)

e decryption: output [ei]d" + [eo]ly " = [zy "] (o [c1]D + [co] Y = [2Y])
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Partial Garbling for 1AWS [icALP:1w14]

e garbling: given an ABP h and public input x, compute matrix Ly, sample randomness w,

and output
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e garbling: given an ABP h and public input x, compute matrix Ly, sample randomness w,

and output
pgb(h’ X,Z;W) = (pl’pZ) = (Z -V, WLx)
3
e reconstruction: given (h,x), find vector dx such that & come subvector

(p17p2) ' d}—zl,—,x =z- h’(x)T

e privacy: forrandom w, the following distributions are indistinguishable

{(z — w,WLy)} =, {(-~w, wLx + zh(x) " - e1)}
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Combining the Two — Classical FE for 1AWS

FE.ct ([sAl, [z — sAW])

FE. skp x WL,

Reminder.
e ALS IFPE: ct = ([sA], [z — sAW]) | sky =D :=WY
e partial garbling for 1AWS: pgb(h, x,2; W) = (p1,P2) := (2 — W, WLy)
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note: thic i¢ not the actval 1ANS /anct/oma/ftg
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RFE for a Single User

“ariable random pad” w = Al
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RFE for a Single User

crs ([A],[AW])
-
(pk, sk) ([AU], U)
mpk ([A], [AW] [AU + AWLX])
ct ([iA]’ z — sAﬂJ], [iAU + sAWLi])

T o

“ariable random pad” w = Al

FE. ct ([sA], [z — sAW]) } — (z—sAW] [SA%WL 1)

FESkh,x WLX ZI;J:: / A\ _[PZ]
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RFE for a Single User

crs ([A], [AW])
-
FE.mpb
§’ecur/‘fy.
(pk7 Sk) ([AU]7 U) [for a random matrix w 1) ck=U ic cecret (i.e. ucer honest):
-> nothing revealed under MDDH
mpk ([A]’ [AEL [AU + AWLX]) 2) s’k:Uknojm to A (i.e. ucer corrupzed):
-> only 2h(x)" revealed under cecurity of pab
ct (sA], [z — SAW], [SAU + sSAWL,)) y ’ o
/—Et Emc(pk,v/fé.gkhx)

“Variable random pad” w = cAW

FE. ct ([sA], [z — sAW)]) } )
—  ([z- sAW] [sAWL )

FE.sknx WL, y
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RFE for Multiple Users

crs

(sz, Skz)
mpk

ct

“ariable random pad” w = Al

FE. ct ([sA], [z — sAW]) } — (z—sAW] [sfiWL 1)

FE.sknx WL, Toil= / N )

Pal, Schadlich Registered FE for AWS with Access Control 12/15



RFE for Multiple Users

(AL (AW ]}bicin)

| .

(pk;,sk;) ([AU], Uy

mpk

ct

“ariable random pad” w = Al

FE. ct ([sA], [z — sAW]) } — (z—sAW] [SA%WL 1)

FESkh,x WLX [;bj:: / Q\\ :[PZ]
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RFE for Multiple Users

(AL (AW ]}bicin)

| .

"

(pk;,sk;) ([AU], Uy

mpk ([A]7 Zie[L] [Aﬂi], Zie[L] [AU; + AWiL’i,X])

ct ([SA]7 |z — ZiG[L] SAwi]’ Zz‘e[L] [sAU; + SAWiLi,X])
A N
N )

“ariable random pad” w = Al

FE. ct ([sA], [z — sAW]) } — (z—sAW] [SA%WL 1)

FESkh,x WLX ZI;J:: / A\ _[PZ]
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RFE for Multiple Users

(AL (AW ]}bicin)

| .

"

(pk;,sk;) ([AU], Uy

mpk ([A]7 Zie[L] [Aﬂi], Zie[L] [AU; + AWiL’i,X])

ct ([SA]7 |z — ZiG[L] SAwi]’ Zz‘e[L] [sAU; + SAWiLi,X])
A N
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RFE for Multiple Users

(AL (AW ]}bicin)
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"

(pk;,sk;) ([AU], Uy

mpk ([A]7 Zie[L] [Aﬂi], Zie[L] [AU; + AWiL’i,X])

ct ([SA]7 |z — ZiG[L] SAwi]’ Zz‘e[L] [sAU; + SAWiLi,X])
A N
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RFE for Multiple Users

(AL (AW ]}bicin)

| .

"

(pk;,sk;) ([AU], Uy

mpk ([A] X ic iy [AW,], 3y [AU; + AW, L)

ct ([sAl, [z - >icir) SAW,, > i AU + sAW,L;])
C J

Intuition.

e user jcould decrypt given hsk; = (X;cimpn; Wi Zicpzp Us)
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RFE for Multiple Users

(AL (AW ]}bicin)

| .

"

(pk;,sk;) ([AU], Uy

mpk ([A]7 Zz’e[L] [Aﬂi], ZiE[L] [AU; + AWiL’i,X])
Ct ([SA], [Z - ZZG[L] SAwi], ZZE[L] [SAU'L + SAWiLi’x])
A (AN

\ )

Intuition.
e user jcould decrypt given hsk; = (X;cimpn; Wi Zicpzp Us)
° helper secret key contains scalar values
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RFE for Multiple Users

(AL (AW ]}bicin)

| .

"

(pk;,sk;) ([AU], Uy

mpk ([A]7 Zie[L] [Aﬂi], ZiE[L] [AU; + AWiL’i,X])
Ct ([SA], [Z - ZZG[L] SAEi], ZZE[L] [SAU'L + SA.WiLi’x])
A (AN

\ )

Intuition.
e user jcould decrypt given hsk; = (X;cimpn; Wi Zicrzp Us)
° helper secret key contains scalar values

e solution 1: switch to pairing group with ciphertexts in Gy and helper secret keys in Gs
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RFE for Multiple Users

(AL (AW ]}bicin)

| .

"

(pk;,sk;) ([AU], Uy

mpk ([A] X ic iy [AW,], 3y [AU; + AW, L)

ct ([sAl, [z - >icir) SAW,, > i AU + sAW,L;])
C J

Intuition.

e user jcould decrypt given hsk; = (X;cppi[Wil2s iz ;[Uil2)
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RFE for Multiple Users

(AL (AW ]}bicin)

| .

"

(pk;,sk;) ([AU], Uy

mpk ([A]7 Zz’e[L] [Aﬂi], ZiE[L] [AU; + AWiL’i,X])
Ct ([SA], [Z - ZZG[L] SAwi], ZZE[L] [SAU'L + SAWiLi’x])
A (AN

\ )

Intuition.
e user jcould decrypt given hsk; = (X;cppi[Wil2s iz ;[Uil2)
° masking terms for different users are correlated
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RFE for Multiple Users

(AL (AW ]}bicin)

| .

"

(pk;,sk;) ([AU], Uy

mpk ([A]7 Zie[L] [Aﬂi], ZiE[L] [AU; + AWiL’i,X])
ct ([sA], [z — Xic) SAW,], 3, [SAU; + sAW, L «])
A (A

\ )

Intuition.
e user jcould decrypt given hsk; = (X;cppi[Wil2s iz ;[Uil2)
° masking terms for different users are correlated

e (partial) solution 2: user-specific re-randomization of helper secret keys
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RFE for Multiple Users

(AL (AW ]}bicin)

| .

"

(pk;,sk;) ([AU], Uy

mpk ([A]7 Zie[L] [Aﬂi], ZiE[L] [AU; + AWiL’i,X])
ct ([sA], [z — Xic) SAW,], 3, [SAU; + sAW, L «])
A (A

\ )

Intuition.
e user jcould decrypt given hsk; = (X;cppi[Wil2s iz ;[Uil2)
° masking terms for different users are correlated

e (partial) solution 2: user-specific re-randomization of helper secret keys

hsk; = ([Br; ]2, > icin; [WiBr; 2, Yy ;[UiBr; 2)
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Pad Re-Randomization

Lol

Pl Rlo = [z~ AW, - [R], = [z- R — sAW - R,

P2]1 - [R]2 = [SAWLy]; - [R]; = [SAWL, - RJ;

Question: how to choose R?
e naive approach: a random (uniform) matrix
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Pad Re-Randomization

ciphertext helper secret key problem 1: input vector changec
L ;
1)1 [R]2 = [z —sAW]; - [R]; = [z-R - sAW - RJ;
[pg]l . [R]z = [SAWLx]l . [R]2 = [S.A‘NILx . R]t

Question: how to choose R?
e naive approach: a random (uniform) matrix

Pal, Schadlich Registered FE for AWS with Access Control 13/15



Pad Re-Randomization

ciphertext helper secret key problem 1: input vector changes
iy W
1)1+ [R]y = [z —sAW], - [R]; = [z-R - sAW - R];
[pg]l . [R]z = [SAWLx]l . [R]2 = [SAW[]\:;X . R]t

problem 2: correctly randomized encoding

chould be cAWR - éx

Question: how to choose R?
e naive approach: a random (uniform) matrix
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Pad Re-Randomization

ciphertext helper secret key problem 1: input vector changes
iy W
1)1+ [R]y = [z —sAW], - [R]; = [z-R - sAW - R];
[pg]l . [R]z = [SAWLx]l . [R]2 = [SAW[]\:;X . R]t

problem 2: correctly randomized encoding

chould be cAWR - éx

Question: how to choose R?
e naive approach: a random (uniform) matrix
e solution:R=(I®r") forr«sZ} (tensored ALS encodings)
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Pad Re-Randomization

ciphertext helper secret key problem 1: input vector changes
iy v
[pili-[R]y = [z —sAW]; - [R]; = [z-R —sAW - R],
[P2]1 - [R]2 = [SAWLy]; - [R]s = [SAWLIJAX -RJ;

problem 2: correctly randomized encoding

chould be cAWR - (K

Question: how to choose R?

e naive approach: a random (uniform) matrix mixed-product property:
e solution: R=(I®r") for r <s Zk (tensored ALS encodings) (A® B)(C® D) - (AC® BD)
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Pad Re-Randomization

ciphertext helper secret key problem 1: input vector changes
L4 {
[pili-[R]y = [z —sAW]; - [R]; = [z-R —sAW - R],
[P2l1 - [R]2 = [sSAWLy]: - [R]; = [sSAWLy - R,

problem 2: correctly randomized encoding
chould be cAWR - (x
-> AWL - (I®F) = SAWI Y ) - L

Question: how to choose R?
e naive approach: a random (uniform) matrix mixed-product property:
e solution:R=(I®r") forr«sZ} (tensored ALS encodings) (Ae B)(C® D) - (AC® BD)
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Pad Re-Randomization

ciphertext helper secret key problem 1: input vector changes  -> encode 2® ¢A and decode
\W g v)( in new bagic cAr’
[pi]i-[R]y = [z —sAW]; - [R]; = [z- R —sAW - R},

P2]1 - [R]2 = [SAWLy]; - [R]; = [SAWBX -RJ;

problem 2: correctly randomized encoding
chould be cAWR - (x
-> cAWL - (Ired) = AW ) - (

Question: how to choose R?
e naive approach: a random (uniform) matrix mixed-product property:
e solution:R=(I®r") forr«sZ} (tensored ALS encodings) (Ae B)(C® D) - (AC® BD)
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Pad Re-Randomization

ciphertext helper secret key problem 1: input vector changes  -> encode 2® ¢A and decode
\W g v)( in new basic AR
[pi]i-[R]y = [z —sAW]; - [R]; = [z- R —sAW - R},

P2]1 - [R]2 = [SAWLy]; - [R]; = [SAWBX -RJ;

problem 2: correctly randomized encoding
chould be cAWR - (x
-> cAWL - (Ired) = AW ) - (

Question: how to choose R?

e naive approach: a random (uniform) matrix mixed-product property:
e solution:R=(I®r") forr«sZ} (tensored ALS encodings) (Ae B)(C® D) - (AC® BD)
e solution 2: use different ALS keys (nested ALS encodings)
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Solution 2: Nested ALS Encodings

ciphertext helper secret key
Y

[Pl,in]t = [Z - SAﬂinh ) [1]2 = [Z - SAEin]t
[pl]t = [pl,in]t + [pl,out]t = [Z - SAEOUt]t

[pl,out]t = [SA]I : Min - ﬂou ]2 = [SAﬂin - SA'wou ]t
' ' [p2)i = [SAW Lyt

[pZ]t = [SA]I : [Wouth]2 = [SAWouth]t
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Conclusion

e classical FE provides security against malicious user but needs to trust authority
e registered FE circumvents the need for trusted authority
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e this work:
o RFE for 1AWS with adaptive security using tensored ALS encodings
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e follow-up work:
o modular framework (pre-constrained IP-RFE + garbling scheme)
o new functionalities (AB-AWS and AB-QF for log-space TMs)

e open problems:

o adaptive security
o compression of CRS
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Conclusion

classical FE provides security against malicious user but needs to trust authority
e registered FE circumvents the need for trusted authority

e this work:
o RFE for 1AWS with adaptive security using tensored ALS encodings
o RFE for AB-AWS with selective security using nested ALS encodings

e follow-up work:
o modular framework (pre-constrained IP-RFE + garbling scheme)
o new functionalities (AB-AWS and AB-QF for log-space TMs)

e open problems:

o adaptive security Thank you!!! :)
o compression of CRS
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