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Attribute-Based Encryption (ABE) [SWO05]

Enc(mpk, z, u) — ct, [
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KeyGen(msk, f) — dk¢ %@
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Attribute-Based Encryption (ABE) [SWO05]

attribute-based encryption: public input
predicate encryption: private input
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Multi-Input Attribute-Based Encryption (MI-ABE) [BJK*18]

Ency(msk, 21, 1) — cty,

Ency(msk, 22, pa) — cty,

Enc,,(msk, z,,, pn) — cty,

&
KeyGen(msk, f) — dk; ﬁ
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Multi-Client Attribute-Based Encryption (MC-ABE)

1st new feature:
separation & corruption of secret keys

Enc(sky, lab, 21, 1) — Ctiapx, . B

Enc(sks, lab, z2, ft2) — Ctiabx,

Enc(sky, lab, z,,, in) — Ctiabx,

KeyGen(msk, ) — dk; %@
I3
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Multi-Client Attribute-Based Encryption (MC-ABE)

1st new feature:
separation & corruption of secret keys

Enc(sky, lab, 21, 1) — Ctiapx,

Enc(sks, lab, z2, ft2) — Ctiabx, 3 @ o
T @312 @xn

Dec(dky,, Ctiabys - - - » Ctiabe, ) if some fi(z1,...,2,) =1

Enc(sky, lab, z,,, in) — Ctiabx,

> (o) (o on
2nd new feature: [%m @wz @]wn
encryption w.rt. labels ﬁ
fi if all fi(z1,...,2,) =0
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Multi-Client Attribute-Based Encryption (MC-ABE)

1st new feature:
separation & corruption of secret keys

Enc(sky, lab, 21, 1) — Ctiapx,

S —T H1 K2 Hn
Enc(sks, lab, z2, p) ‘ @ @ [%
1 T2 Tn
DeC(dkf'.,Cthb)xl,...,Chab,m") if some fi(wla"'axn) =1
Enc(sky, lab, z,,, #¢)
w.L.o.g, only 1st client - (o) 13 on
2nd new feature: encrypts message [@]ml -@a}z @]xn

encryption w.rt. labels ﬁ
fi if all fi(z1,...,2,) =0

KeyGen(msk, ) — dk; g@
I3
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Existing MI-ABE

Work Policy Class Assumption Remarks

[C:AYY22] KOALA --- only arity 2

[C:ARYY23] Evasive LWE, Tensor LWE
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Existing MI-ABE

Work Policy Class Assumption Remarks

[C:AYY22] KOALA --- only arity 2

[C:ARYY23] Evasive LWE, Tensor LWE

+++ supports corruptions

[EC:FFMV23] Conjunctions of P - 1o collusions

[C:ATY23] Conjunctions of NC

f@1,. . @0) = fi(z1) A A ful@a)
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Existing MI-ABE

Work Policy Class Assumption Remarks
[C:AYY22] only arity 2
[C:ARYY23]
[EC:FFMV23] Conjunctions of P
[C:ATY23] Conjunctions of NC

Is it possible to build MC-ABE

H@ry e mm) = fr(@) Ao A Fu(en) (or even MI-ABE) from standard
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Existing MI-ABE

Work Policy Class Assumption Remarks
[C:AYY22] only arity 2
[C:ARYY23]
[EC:FFMV23] Conjunctions of P
[C:ATY23] Conjunctions of NC

Is it possible to build MC-ABE
(or even MI-ABE) from standard
assumptions for global policies?

YES!

f@1,. . @0) = fi(z1) A A ful@a)

but ...
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Contributions (MC-ABE)

Note: MI-ABE for polynomial arity and NC' policies = Witness Encryption for NP
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Contributions (MC-ABE)

Note: MI-ABE for polynomial arity and NC' policies = Witness Encryption for NP

We consider settings that circumvent this implication.

1) Weaker Policies (» cannot verify NP relation)
- MC-ABE for NC° policies
- MC-ABE for constant-threshold policies
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Note: MI-ABE for polynomial arity and NC' policies = Witness Encryption for NP

We consider settings that circumvent this implication.

1)

Weaker Policies (~ cannot verify NP relation)
- MC-ABE for NC° policies
- MC-ABE for constant-threshold policies

Short Inputs (»~ WE with exp-size ciphertexts)
- MC-ABE for NC' for parameters s.t. |z;]| + - -+ + |z,| = O(log \)
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Contributions (MC-ABE)

Note: MI-ABE for polynomial arity and NC' policies = Witness Encryption for NP

We consider settings that circumvent this implication.

1) Weaker Policies (» cannot verify NP relation)
- MC-ABE for NC° policies
- MC-ABE for constant-threshold policies

2) Short Inputs (» WE with exp-size ciphertexts)
- MC-ABE for NC' for parameters s.t. |z;]| + - -+ + |z,| = O(log \)

3) Weaker Security Model (-~ MC-ABE with OT labels % MI-ABE)
- MC-ABE for NC' under one-time label restriction
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Contributions (MC-PE)

What does already exist?

1)  Direct Construction of MI-PE ([EC:FFMV23])
- conjunctions of bounded-depth circuits
- (poly arity and no corruptions) or (constant arity and corruptions)
- no collusions!
2) Generic Compiler MI-ABE + Lockable Obfuscation = MI-PE ([C:AYY22])
- only arity 2 (or constant arity and weak security)
- no corruptions
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Contributions (MC-PE)

What does already exist?

1)  Direct Construction of MI-PE ([EC:FFMV23])
- conjunctions of bounded-depth circuits
- (poly arity and no corruptions) or (constant arity and corruptions)
- no collusions!
2) Generic Compiler MI-ABE + Lockable Obfuscation = MI-PE ([C:AYY22])
- only arity 2 (or constant arity and weak security)
- no corruptions

This Work — A New Generic Compiler

Constant-Arity MC-ABE + Lockable Obfuscation = Constant-Arity MC-PE
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Framework for Pairing-based KP-ABE

Palrlng based IPFE

(Information-theoretic) LSSS

Linear Secret Sharing Scheme

Inner-Product Functional Encryption

Share(s, f) — (s%,...,8%,s1,...,8})

if f(z1,...,2,) =1, then

FindCoeff(z1,...,zn, f) = (w1,...,wn), St Y cpwi-si' =

if f(z1,...,20) =0, then (s™,..., s2) ~ §
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Framework for Pairing-based KP-ABE

Ctx _’_’@ icto([r 1)), {ictiz, ([r]1) Hiem
oo e s+ {Irs ¥ biem

R dko (3, 12), ficki([s7]2) 750

Linear Secret Sharing Scheme
Share(s, f) — (s%,...,8%,s1,...,8})

Inner-Product Functional Encryption

if f(z1,...,2,) =1, then

FindCoeff(z1,...,zn, f) = (w1,...,wn), St Zie[n] w; - 85 =

if f(-’”l,---,ﬂ?n)=0, then (STI,---,SZ") ~$
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Framework for Pairing-based KP-ABE

ctx (K] icto([r, i), {ictiz, (1) iek
_@ lab,x = (z1,...,24)

8
dk 2? idko([s, 1]), {idkss \‘ .

How to distribute this?

—»  [rs+ i, {[rs]"]i }icn)

... using random oracles,
i.e., [rl, = H(lab)?

Inner-Product Functional Encryption

~ only one-time labels :(

FindCoeff(z1,...,zn, f) = (w1,...,wn), St Zie[n] w;- 8T =

if f(zla"'7mn) =0, then (sfl,”_,s’ﬁn) ~$
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Distributed Encryption

[ Ctiabx | icto([r, ul1), {ictiz,([r]1) ticpn) ]

P
@Iab,x: (Z15-+,Tn)

{‘Hté] icto([r, p)1),ictyq, ([r]1)
lab, 2

ictaz, ([1]1)

ictuz, (1)

)

9] 1ab, 2y
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Distributed Encryption

Ctiabx {“ icto([r, 1) {ictiz, ([7]1) Yicm) Identity-Based Encryption
-@ lab,x = (z1,...,24)

(T

uw ! pw o if id=id

" (Sid .

%%), L if d#id

{‘Hté] icto([r, p)1),ictyq, ([r]1)
lab, 2

icta,z, ([r]1)

id2 = (Iab, (E2)

7)id, = (lab, z,,)

(=77
o % lab, 25 2%2 = (lab, z3)
ﬁin — (lab, )
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Distributed Encryption

Ctiabx r” icto([r, 1) {ictiz, ([7]1) Yicm) Identity-Based Encryption
-@ lab,x = (z1,...,24)

(T

' pw o if id=id

y7i

- 2)
id >

ég L if d#id

{‘Hté] icto([r, p)1),ictyq, ([r]1)
lab, 2

icta,z, ([r]1)

idz = (Iab, (E2)

7)id, = (lab, z,,) (z2y. .., Ty)

(=77
o ﬁ lab, 25 ﬁjz = (lab, z3)
ﬁin — (lab, )
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Distributed Encryption

Ctiabx  { fb ] icto([r, u]1), {ictia, ([r]1) }icpm Identity-Based Encryption
@Iab,x:(wl,... Tn) .
() po if id=id’

‘_H id

—
ég L if d#id

{‘Hté] icto([r, p)1),ictyq, ([r]1)
lab, 2

itz ([r]1)

ﬂ idz = (Iab, (E2)

Which (zs,...,z,) € {0,1}" ! do
we need?

7)id, = (lab, z,,)

(=7
Ctiab,z, ' 2@
of) Ao — (lab
(7] lab, 2, id2 = (lab, z2)

fian = (lab, z,)
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Distributed Encryption

Ctobx (o] icto([r, 1), {ictiz, ([r]1) Yicin) |dentity-Based Encryption
@ lab,x = (z1,...,24)

pw o if id=id

—

%?, L if d#id

r 1 . .
Cliab,z, l_f‘@ ICto([T, “]1)7 |Ctl,z1([r]1)
lab, 2

Lictaa ([r]1) |
[1)idy = (lab, 25)

Which (.’Eg, oc
we need?

.y Zyn) € {0,1}* 1 do

7)id, = (lab, z,,)

r_ -
Ctiab,z, ' ' %@
) :
(7] lab, 2, id2 = (lab, z2)

fian = (lab, z,)
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e all~ NC'policies for
O(log \) inputs

constant-size subsets ~
NC° policies and
constant-threshold
policies
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From MC-ABE to MC-PE using ‘Lockable Obfuscation

|
L i I e J

r____

)
Enc(sky, lab, z1, ) — Ctiapx, “@]3:1

Enc(sky, lab, 21, 1) — Ctiapx,

\____
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From MC-ABE to MC-PE using ‘Lockable Obfuscation;

Enc(sky, lab, 1, 1) — Ctiapx,

Enc(sky, lab, 21, 1) — Ctiapx,

Enc(sko, lab,zy ) — ctiapx,

Enc(sks, lab,zo ) — ctiabx,

Enc(sky, lab, z, ) — ctiapx,

Enc(skn,lab,z, ) — ctiabx,
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From MC-ABE to MC-PE using Lockable Obfuscation!

“Communication” between the
obfuscated circuits?

Enc(sky, lab, 1, 1) — Ctiapx,

r N
NN faim 1

(S @ I ‘——@] Enc(sks, lab,zy ) — ctiapx,
L8]z 332 Zn | I

_,I

nested evaluation checks
global authorization

Enc(skn,lab,z, ) — ctiabx,
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From MC-ABE to MC-PE using 'Lockable Obfuscation!

“Communication” between the

. . Enc(sky, lah
obfuscated circuits?

r - —(—_:\\ Security against corruptions?
II‘_IHI .';12" L _
"@ml a:2 " "@mnl I e usenindependent MC-ABE

instances with rotated slots

nested recursion to check global
authorization in each slot

nested evaluation checks
global authorization
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Conclusion

definition of MC-ABE and MC-PE

construction of MC-ABE for global policies from SXDH

generic compiler for constant-arity MC-ABE = constant-arity MC-PE from LWE
previous to this work, these results were unknown even for MI-ABE
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Conclusion

definition of MC-ABE and MC-PE

construction of MC-ABE for global policies from SXDH

generic compiler for constant-arity MC-ABE = constant-arity MC-PE from LWE
previous to this work, these results were unknown even for MI-ABE

Thank you for your attention!
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